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" Pennis Tillery -
- * Joe Sachen [isachen@bpu.comj

From:

Sent: Monday, January 25, 2010 10:10 AM
To: Robin Schroeder

Subject: FW: Laptop case

FYI |

From:

Sent: Friday, December 11, 2009 8:49 AM
To: Joe Sachen ;

Ce: John Frick _

Subject: RE: Laptop case

Exemption 6 (1) - Personal
Privacy of Individuals

As we are coming towards the end of the year, I do not want to impose too much burden on -
een functioning very well so far especially in

the company, this laptop is fine and has b

Wickliffe, Cleveland, I don
it I don’t mind as well.

't mind keep using it and in case someone e

lse may share using

gince I have lots of software alxeady loaded in, with remote access te Wickliffe, It would
lications like Machine Id and soft key

save us from having to reload and avoid comp

1icenses as ABB make a living on se
We also have to agree on a computer for us to use a
hardware keys that are attac
giving them the so called- Mac
independently and not to always work remotely. Some so

per machine basis.

The only other thiné I’
wills evantually pre maturel

swap it with one slightly larger? The height is fine.

Thanks for your kind consideration.
_ Regards, |

H

‘From: Joe Sachen

Sents _Fri December 11, 2008 7:38 AM
To: :
Subject: Rk: Lap

tle can work on a case, quick guestion co you 1like -the laptop you

i -

hed to the serial port and will have Lo

hine ID with ABB eventually so that we can work away
ftware packages are llcensed on a

1ling licenses that cost us a lot.

s we are also issued with Rainbow

register the computér

ve noticed-is the case. It is not of the right fit, and the zip-
y wears off. It would need one about one inch wider., Can I

‘currently have?

"18DEC 3 RGVD
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g and we can just erder another one that would

Tf so would you just like to keep that one
just go into our pool here in the IT department.

Thanks
Jdoe

Sent: ® Dacember 10, 2009 5:58 PM

To: Joe Sachen
Subject: Laptop case

T was not too sure whether the laptop would come with a protective case.

Can you please inguire otherwise we'll need a suitably sized one. What do you think?

Thanks,

"1@DEC JRCU'D .
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-, *~Dennis Tillery - - - . -
From: ) Joe Sachen {jsachen@bpu.com}
Sent: Monday, January 25, 2010 10:13 AM
To: Rohin Schroeder .
Subject: : FW: Loaner laptop status - Needs to keep it for awhile longer
FYI

. From: ,
Sent: Wednesday, October 21, 2003 3:53 M
To: Joe Sachen

Cc: John Frick ]
Subject: RE: Loaner laptop status — Needs to keep it for awhile longer

. Thanks,

I fully understand. I shall ask John for trying to ma
pasis. Although 5 of us have been granted authorizati

only my laptop is fully functional.

ke.one available on a longer term
on by ABB the supplier of the system,

Exe:m%ption 6 (1) - Personal Privacy of
. Individuals, applies to all remaining
_ redactions on this page

Thanks,

From: Joe Sachen

Sent: Wednesday, October 21, 2008 3:48 PM
To: llllllllllillllllll.l.ll!!
Subject: RE: Loaner laptop s atus - Needs to keep it for awhile longer

but not much more then that.

We can let you go for another couple of weeks,

By definition this is a loner laptop signed out by individuals for short durations usually
when they are out of town on business trips. ‘ . )

‘nent solution put in place.

Anything long term needs to be addressed anﬁ a pernm

We only have a few of these loner laptops available and don’t want to be caught short if

another regquest for one comes up.

Thanks

Joe

From: Danny Haley . o
Sent: Wednesday, October 21, 2009 3:28 BM
To: ’

_Cc: [+]:]
Subject: RE: Loane

r laptop status - Needs to keep it for awhile loager o

I will get with Joe Sachen and see what he thinks. T am guessing it wont be a big

deal. I will get the answers and then contact you. , o

Danny

-t M@DEC "3 RCUD
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Sent: Wednesday, October 21, 2009 2:44 PM ' ' . b
To: Danny Haley . }

‘Subjlect: RE: Loaner laptop status -

Dén,

Was discussing this with Tony and Chris on my return.

. 8ince T had so much software installed on it, they including John Frick recommended me to

ask you for an extension,

We have software Installed on the laptop with authorized footprints certificates for
remote monitoring of the installations-in Wicliffe, Cleveland, Chic and was able to come

back earlier so as to reduce accomodation expenses..

Regards,

From: Danny Haley ’
Sente ay, October 21, 2009 2:20 PM
To:

Sub . er laptop status

Just touching bases to see if you were back yet, and whether or not you were done .using

the loaner laptop.

Thanks,

Danny

X~9060

2 ' '
: - M@DEC IRCUD
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Penpis. Tillery. - .
Front: , Joe Sach‘?n [isachen@bpu, com} A o
Sent: Monday, January 25, 2010 10:32 AM ) :
To: Robin Schroeder E)femptlon 6 (1) - Personal
Subject: FW: Infected LAPTOP ' Privacy of Individuals, applies

S Jto all remaining redactions on
FYI from- . : this page

From:
Sent: Monday, January 25, 2010 10:31 AM

To: Joe Sachen
Subject: FW: Infected LAPTOP

JDE,
I'm wonder;ng whether you can help me in getting the laptop back as we badly ne
monitor ABB Wickliffe from remote access?

ed it to

Thanks,

From:
Sent: Monday, January 25, 2010 6:46 AM

To: Helpdesk
Subject: Infected LAPTOP

Good morning,

What is the status of the Laptop°
We’ll need it here in order to remote with ABB Wickliffe Chio in order to feed them back
our input for the design.

Ploase note that to runm the ABB Composer software, one would need the hardware parallel
port dongle for the identification of the registered machine.

Thanks,

"18DEC I RCV'D
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... Dennis Tillery

From: ' Robln Schmeder ‘

Sent: Wednesday, January 27, 2010 3:40 PM

To: : Dennts Tillery

Subject: FW: Infected 1aptop

Signed By: rschroeder@bpt.com

Attachments: EW: Infected LAPTOP; FW: Loaner laptop status - Needs to keep it for awhile longer; FW:
Laptop case :

FW: Infected  FW: Loaner |aplop FW: Laptop case
LAPTOP siatus - Nese... : _
FYI. Cbviously the software on the laptop is not too

" critical, if!can
. use a temporary lacement.

I have copied some previous correspondence for your review.

Robin
Exemption 6 (1) - Personal Privacy of

;-;;—Ori e [k Individuals, applies to all remaining
rom: . i

Sent: Wednesday, January 27, 2010 3:30 EM redactions on this page
To: Robin Schroeder . .

Cc: Joe Sachen
Subject: Infected laptop'

Robin,
Whilst the 1aptop allocated to me is being de—wormed, I'm wondering whether

it would be advisable to geb a temporary replacement.

i '

"18DEC 3 RCU'D
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. Dennis Tillery :
From: ' Sam DeLeon
Sent: Thursday, January 28 2010 12:55 PM
To: ' Dennis Tillery )
Subject: FW: Probation

S T B e . Exe.n’{ption 6 (1) - Personal Pri.ve.u':y of
: Individuals, applies to all remaining

Pirector Human Resources
K cit d of Public Uti l ti . -
Sirtoe: 93,579, 6905 re TEaEes redactions on this page

Mobile: 913.645.1415

Fax: 913.573.6903
E-Mail: deleon@bpu.com

b e e T e e s s

From:
Sent: Wednesday, January 27, 2010 3: .00 PM

To: Sam DeLeon
Subject: Probation

Good afternoon Sam,
As I have to make some firm commitments on housing, can you please advise me where I stand

for long texrm commitments? Otherwise it would be costly to break any contract.

i’xdest regards,

! ' MBDEC 3 RCUD
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Dennis Tillery
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- From:
Sent:
To:
Subject:

From last Wednesday

E'rom:

Joe Sachen
Friday, January 29, 2010 3:50 PM.

Bennis Tillery
FW. Infected laptop

Sent: Wednesday, January 27, 2010 3:30 PM

To: Robin Schroeder-

Cc: Joe Sachen

~Subject: Infected laptop

Robin,

Whilst the laptop allocated to me is being de-wormed,

advisable to get a temporary replacement.

ﬁgards '

Exemption 6 (1) - Personal Privacy
of Individuals, applies to all
remaining redactions on this page

I'm wondering whether it would be

"18DEC I RCVD
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‘D;en{ms_ Tillery. . i
From: ' Joe Sachen
Sent: - * Friday, January 28, 2010 3:50 PM
To: : Dennis Tiflery
Subject: FW: Re-transmissian.Infected laptop
! .
i From this morning _ ' o -
oo B - eramgieion bl) -
Sent: Friday, January 28, 2010 10:13 AM | " Personal Privacy of
To: Helpdesk - 2 .a .
b Cc: Robin Schroeder; Joe Sachen - Individuals, applies to
Subject: Re-transmission.Infected laptop all remaining
g ﬁhat ig the status of the de-worming of the laptop? redactions on this page
. Regards,
H
I‘.
B
|
|
|
|
i
1

"18DEC 3 RCV'D
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. Dennis Tillery
From: Joe Sachen
Sent: ' Friday, January 29, 2010 3:51 PM
To: Dennis Tillery
Subject: FW. infected laptop status

. Exemption 6 (1) - Personal Privacy of
From a .few minutes ago . . . . a 9o
Individuals, applies to all remaining
' redactions on this page

From:

Sent: Friday, January 29, 2010 3:46 BM
Ta: Joe Sachen :
Subject: Infected laptop status

I suggest you to let us have another laptop for use whist waiting for it to be dis-

infected.

i

Found this comment

1/25/2010 10:38:08 AM - Tony Johnson ~ Edit
Taiked to Robin and was told that it's none of my business when the laptop will be given

bace to him. .

Strange!...Does this surprise you?

' : MODEC 3 RCVD
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Dennis Tillery

From; Robin Schroeder

Sent: Thursday, January 28, 2010 5:11 PM
“To: Dennis Tillery

Subject: Laptop L0OB026 Timeline of Events
Attachments: Laptop LO8026 - Henry Li.doc

Attached is the timeline of events for laptop L08026 as requested. Let me know

if you need anything else,

" Thanks,

.Robin Sc¢chroeder

Ext: 9108

Exemption 6 (1) - Personal Privacy of
Individuals, applies to all remaining
redactions on this page

"18DEC 3 ROV




~ Laptop infection warning.
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Tuésday January 19%, 2010;
- 7220m SERernid the helpdesk the following;

1-1/19/2010 7:22:21 AM - Helpdesk (Helpdesk) ~ reate on 6 1) : )
Received in mallbox: Helpdesk@bpu.com Exemption ) (
From: ipbpu.com Personal Privacy of

ekt ivi ies to all
Desktop: Cannot connect to drives Ind_lv.ld-uals, appl%
remaining redactions on

UENLS _ this page

7:53am - Tony Johnson ( helpdesk) re-assigned ticket to Server Team;
2-1/18/2010 7:53;34 AM - Michael “Tony" Johnson (Tony Johnson) - Assign f

Reassigned to Network Server

B:15am - Jeremy Riley re-assigned ticket back to helpdesk to clean viruses;

3= 371972010 8:15;29 AM - Jeremy Riley (Jeremy Riley) - Assign {7
laptop has possible spyware/virus Infection pitease clean.

9:00am - I examined the laptop and found Microsoft Essentials Anfi-Virus was insfalled

and it did detect some viruses. I located a virug manually on the laptop, but did not remove, I
exported the Temporary Internet Files and History index.dat (Microsoft data file that contains list

laptop). I exported the results of the index.dat files and reviewed the Recent Documents to help
assist with the investigation. I noticed several instances of personal use-of the laptop-and
exported the results into & file for later review and also took some screen shots. I did notice that a
usb flash drive had also been used regularly in the laptop and verified the same files were
accessed on the laptop as well as Henry's workstation on the Corp network (BPU is really lucky
a virus outbreak has not oceurred). I noticed the date had been advanced by a month at one time,
as some file date stamps were a month ahead.

I contacted Dennis Tiflery at this point,

"I8DEC 3 RCY
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. Tusaday, January 76, 2010 1326 PM

" NoTlme ' . drivd © has no fabel.
" " Volume Serial Number is ‘BO3C-22AD

Y '

. Directory of ¢:\Documents and Settings\user\Recent

12/06/2009 07:29 pM
photo_platonoff_com.mht. ink
01/17/2010 04:52 pu
01/17/2010 07:12 pu
12/12,2009 07:47 M
01/09/2010 09:17 M
01/07/2010 10:22 pM
1272572009 08:39 aM
12/06/2009 07:51 M
photomplatonoff_cqm,mht.lnk
12/25/2009 ©08:10 AM
11/26/2009 10:47 M
12/22/2008 1p:08 M
10/23/2009 05:35 M
10/16/2008 .08:59 AM
10/16/2009 10:03 AM
10/16/2009 10:03 aAM
12/17/2009 10:32 M
12/17/2009 10:00 pM
12/20/2009 07:57 BM
01/05/201¢ o0s:18 M
12/30/2009 08:23 M
12/30/2009 08:52 py
01/12/2010 09:31 BM
02/14/2010 08:21 m
03/14/2010 o08:17 BM
02/14/2010 08:;34 pM
01/36/2010 04:14 pM
12/26/2009 07:56 PM
12/06/2009 07:48 oM
FAQ.mht. ink
01/17/2010 07:12 oM
10/20/2009 06:17 oM
- - 01/05/2010 “08:16 Py
01i/16/2010 07:37 pM
12/04/2008 02:10 pM
1272172009 08:23 pMm
los16/2009 10:03 am
10/16/2009 10-05 MM
10/16(2009 10:02 am
12/06/2008 02:36 PM
12/26/2009 Q1. 29 pM
Kansas to 1507 Apple Park Dr Katy
02/15/2010 p8- 40 M
Ransas to 8366 Nw Barrybrooke Dr R
11/14/2009 17:p4 M
KS to 124s g 111th East Ave, Tulsa

Exemption 6 (1) - Personal Privacy of Individuals

]
"1@DEC 3 ROV
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S 01/10/201D
T 12/27/72009

01/07/2010
11/18/2009
11/02/,2009
11/16/2009
10,28/2009

08:46 PM

RealtyTrac_com.mht.lnk

12/719/2009
01/14/2010

10:50 PM
11:18 AM

Kansas Hotel.mht,ink

12/04/2008
12/04/2008
01/17/2010
16/26/2009
10/16/2009
01/12/2010
11l/16/2009
11/14/2009
Precursors
01/10/2010
10/18/2009
10/19/2009
11/14/2008
10/25/72009
12/20/2009
12/26/2009
11/04/2009

09:35 AM
09:35 AM
11:16 PM
09:13 aM
09:49 AM
11:12 PM
06:54 PM
05:54 PM

in the atmosphere a

10:51 aM
07:32 PM
07:29 BM

08:33 PM

08:39
07:03
11:28
07:49 PM

EEH

WBPEEUD220006381_~_en_{perate I

12/17/2009
01/17/2010
10/20/2009
10/20/2009
01/17/2010
12/19/2005

07:59 PM
11:16 2M
10:24 aM
10:26 aM
07:14 PM
10:54 PM
122 File(s)}
0 Dir(s)

8,532

5 Hig\LDBGZ8 1:25- 1006025 Fecenti-25-10;

5

- - yiTuesddy, January 28, 20104:26 PM:

Exemption 6 (1) - Personal Privacy of Individuals

e

18DEC 3 RCU’[;
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b, el 0018ty oguobinvworkattioniBants g fiedL.ootds 2 iouopozs okdonbtopt5 (5o ey S B a0 da B
b e e e s - —— — : :
olumé in drive € has no. Tabel’ ) :

" . Volume Serial Number is BO3C-22AD

. Directory of C:\Ex Desktop
01/17/2010 04:54 rM
01/17/2010 04:54 PM
11/15/2009. 06:11 aM
12/12/2009 07:47 pM

. 11/20/2009 10:58 oy

i ., 11/20/2009 10:57 Py

11/20/2009 11:13 pM
11/22/2009 08:34 BM
12/30/2009 08:52 BM
02/14/2010 08:29 PM
02/14/2010 08:36 M
12/06/2009 02:35 pM
11/22/2009 09:08 pn
: 11/14/2009 10;06 aMm
f 11/15/2008 11:42 aM

01/16/2010 03:48 PM

11/14/2009 08:36 pBM

! 01/08/2010 05:48 pM

11/20/2009 11:24 pM

11/20/2009 10:48 M

12/06/2009 07:52 By

11/18/2009 08:56 PM -

11/20/2009 10:52 pM

01/12/2010 11:02 M

: 12/06/2009 07:26 M

. 11/14/2009 10:29 Am

Precursors in the aktmosph

12/26/2009 06:13 M

11/14/2009 08:33 pM

12/19/2009 10:03 Py

11/14/2008 05:46 PM

28 File(s)
2 Dir(s)

Exemption 6 (1) - Personal Privacy of Individuals
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"'Volume in-drive C has ‘Ao label.
Volume Serial Number is BO03C-22AD

01/09/2010
01/09/2010
01/09/2010
12/25/2009
12/25/2009

12/22/2009
1171172008

12/27/2009
11/13/2008
11/01/2009
12/21/2009
11/14/2008
11/15/2009
12/26/2008
12/25/2009
01/09/20L0

'12/06/2009

12/03/2008

-12/22/2008

12/27/72009
12/27/2009
12/06/2009
11/13/2008
12/17/2008
10/20/2009

.10/20/2009

10:10
10:10
09:17
08:27
08:05
10:08
07:41
09:21
10:02
03:41
08:23
09:30
10:03
09:53
09:05
08:34
08:12
02:53
0l:51
09:18
10:02
07:26
10:02
07:59
10:24
10:26

20 Filel(s
6 Dir{s)

M
M

EEE

PM
M
M

M
M

REEER

PM
BM
PM
PM
PM
M
PM
AM
M
AM
AM

-&mm&gazssi‘ﬁciqihéﬁﬁj’-z'si1@- Bz | o v P iTtiasdii Januany 26; AR A

Directory of C:\Documents and Settings\user\My Documents

-

Exemption 6 (1) - Personal Privacy of Individuals

"IODEC 3 ROV

D




O‘) | 9

- 1/1842010 7:24:2
171872010 7:21:5
1/17/2010 -10:48;:
1/18/2010 7:24:21
1/18/2010 7:24:21
1/18/2010 12:56:
1/18/2010 7:24:22
1/18/2010 7:23:34
1/18/2010.7:24:2
1/18/2010 7:23:36
1/17/2010 4:55:52
1/17/2010 4:53:23
1/18/2010 7:23:36
1/17/2010 4:55:58
1/18/2010 4:56:31 |
1/18/2010 1:04:46
1/1B/2010 7:22:16

1/17/2010_4.52.47 FM,
1/18/2010 7:21:51 pM,
- 1/17/2010 10:48:20 BM,
URL, 1/17/2010 4:52:47 ©M,
1/17/2010 4:52:51 PHM,
URL, 1/17/2010 10:48:20 M,
URL, 1/18/2010 7:23:32 BM,
URL, 1/17/2010 4:52:54 BN,
URL, 1/17/2010 11:30:18 PM,
URL, 1/17/2010 4:53:17 BM,
‘URL, 1/17/2010 4:55;52 PM,
URL, 1/17/2010 4£:53:23 pM,
URL, 1/17/2010 4:53:31 PN,
URL, 1/17/2010 4:55:58 M,
; URL, 1/17/2010 5:02:52 PM,
: URL, 1/18/2010 1:04:46 AM,
URL, 1/1B/2010 7:22:16 PM,
j URL, 1/17/2010 6:11:03 PM, 1/18/2010 4:56:28
URL, 1/17/2010 11:30:4B bM, 1/17/2010 11:30:44
3 “Cockie:user@microsoftwindows.112.207 . net/*
; URL, 1/17/2010 11:30:46 PM, 1/18/2010 7:21:42
URL, 1/17/2010 9:49:59 PM, 1/17/2010 9:49:59 B
"Cookie:user@www.hotpussy.com[__media__/js/"
URL, 1/17/2010 10:48:16 PM, 1/17/2010 10:48:14
'Codkie:user@www.msnbc.msn.comfid/34907124/ns/"

P S,
~

URL,

1/18/2010
1/17/2010
1/18/2010
1/17/2010
1/17/2010
1/17/2010
1/18/2010

4:56:32 ANM,
9:50:18 PN,
4:36:30 AM,
9:52:02 pM,
9:53:03 pM,
9:52:06 PM,
4:41:55 2M,

171872010
1/17/2010
1/18/2010
171772010
1/17/2010
1/17/2010
1/18/2010.

4:56:32 2
5:50:18 P
4:36:30 A

4:41:55 2

1/18/2010 7:24:22 H
1/17/2010 10:48:15
‘1/17/2010 10:48:15

URL, 1/17/2010 10:56:50 BN,

i URL, 1/17/2010 10:48:15 by,

! URL, 1/17/2010 10:48:15 BM,
i URL, 1/17/2010 10:4B8:15 PM, 1/18/2010 4:36:30 2
; URL, 1/17/2010 10:48: 17 PM, 1/17/2010 10:48:17
T 7T TURL, 171872010 d:41:16 AM, 1/18/2010 4:41:16 AM|
"Cookie: user@www.dev1ltube.com/category—tags/Tlt:

URL, 1/17/2010 10:48:22 pM, 1/17/72010 10:48:22 1

URL, 1/17/2010 10:48:24 M, 1/17/2010 10:48:24 B

5 URL, 1/17/2010 10:56:56 PM, 1/18/2010 4:21:13 2

! "URL, 1/17/2010 10:48:30 PM, 1/18/2010 7:24:20 F
URL, 1/17/2010 10:48:30 M, 1/17/2010 10:48:30 F

URL, 1/17/2010 10:48:34 PM, 1/17/2010 10:48:34 p

URL, 1/17/2010 10:48:35 PM, 1/17/2010 10:48:35 b

URL, 1/17/2010 11:52:59 PM, 1/17/2010 11:52:59 P

URL, 171872010 7:23:37 BM, 1118/2010 7:24:20 PM,

; URL, 1/17/2010 11:48:30 PM, 1/17/2010 11:48:30 D

|' URL, 1/1B/2010 4:21:13 aM, 1/18/2010 4£:49:20 A,

i URL, 1/18/2010 7:23:02 PM, 1/18/2010 7:23:02 PM,

'h—mn_:

Exemption 6 (1) - Personal Privacy of Individuals
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525 Wpimeliieno1\d$\SeourityLogiRobinworkatallon - r Yogs fllas 05028 3125 1O\HIstory. indeic.dat_1-2510.bet 3. -
- Hictypes, <last_modified>, <last_accessed»}. <url>' (Client UrlCaife MMF’?éf'§32}' -
URYL, 1/25/2010 3v14:44' PM, 1/25/2010 3:14:44 PM; "vigited: ' EE
juSer@http:Yfupdate.microsbft.com/windowsupdate/v&/default.aspx“

‘URL, 1/1772010 4:52:18 P H , "Visited:

user@https://webmail .bpuM ‘
URL, 1/17/2010 10:48:22 PM, 1/17/2010 10:48:22 PM, "Visited: . ' .
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